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Introduction: Mobility as the key driver for 

the future Internet 

Â Historic shift from PCôs to mobile 
computing and embedded devicesé 
Ã ~4 B cell phones vs. ~1B PCôs in 2010 

Ã Mobile data growing exponentially ï Cisco white 

paper predicts 3.6 Exabytes by 2014, significantly 

exceeding wired Internet traffic 

Ã Sensor/IoT/V2V just starting, ~5-10B units by 2020 
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Introduction: Mobility as the key driver 

of future Internet (cont.) 

Mobile Data Traffic Swells 193% 
You can thank the iPhone for leading the charge 

when it comes to a massive deluge of new mobile 

Internet traffic. 

March 26, 2010 

Eric Schmidt: smartphones are the future for 

Google and the world 
The chief executive of the search giant believes 

smartphones will empower the poor and is the 

equivalent to the arrival of TV 

Guardian UK,  28 June, 2010 

At AT&T, the No.2 wireless carrier in the United States, after 

Verizon Wireless, the use of mobile data surged 5,000 percent 

from 2007 through 2009 after the operator became the exclusive 

U.S. seller of Appleôs iPhone, which has helped popularize the 

mobile Web. But it has also strained AT&Tôs wireless network at 

peak times in urban areas in New York and California.  

 

April 18, 2010 

 

 

Getting What You Pay For on the Mobile Internet 

 

Broadband Availability to Expand 

 
The Obama administration is seeking to nearly double the 

wireless communications spectrum available for commercial 

use over the next 10 years, an effort that could greatly enhance 

the ability of consumers to send and receive video and data with 

smartphones and other hand-held devices.  

 

June 27, 2010 

Cutting the cord on Internet Connection 

 

Research indicates that 56 percent of 

users connect to the internet wirelessly.  

Jul 23, 2009 

Mobile Internet exploding, online ads about to 

take off,  
In the Morgan Stanley analystôs presentation at the 

Conversational Marketing Summit in New York, Meeker said 

mobile Internet use is ramping up faster than desktop Internet 

use did, with Apple leading the trend with the release of the 

iPhone nearly three years ago.  

http://www.nytimes.com/
http://www.internetnews.com/
http://abcnews.go.com/
http://www.washingtonpost.com/
http://www.nytimes.com/
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Introduction: Cellular-Internet convergence 

Â Technology disparity today 
Ã Two sets of addresses (cell number & IP), protocols (3GPP, IP), and protocol 

gateways (GGSN) 

Ã Inefficient, fragile, difficult to manage 

Ã More so with heterogeneous radio access networks 
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Single unified architecture can simplify and speed up mobile Internet application 

development across diverse networks and platforms 
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Introduction: Mobile P2P and Infostations 

Â P2P and Infostations (DTN-like) modes for content delivery 

becoming mainstream 

Ã Heterogeneous access; network may be disconnected at times 

Ã Both terminal & network mobility; dynamic trust Ą identity vs. address 

Ã Requires content caching and opportunistic data delivery 
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Introduction: Vehicular Networks 

Â 100ôs of millions of cars with radios by ~2015 
Ã Vehicle-to-vehicle  and vehicle-to-infrastructure modes 

Ã Support for location services, geo-routing, reliable multicast 

Ã Critical new security and privacy requirements 
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Introduction: Pervasive Cyber-Physical 

Systems/Internet-of-Things (IoT) 

Â Next-generation Internet applications will interface human 

beings with the physical world, e.g., 
Ã First-response, smart grids, crowdsourcing 

Ã Location and context-aware embedded computing 

Ã Secure and flexible network computing model 
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Introduction: Why new protocols? 

 

Â Mobility as the norm 

 

 

Â Trustworthiness 

 

 

Â Technology trends 
 

 

 

 

üStatic special case of mobile 

üVarying wireless link quality 

üMultiple radio technologies 

üDisconnection tolerance 

üDynamic trust association 

üIncreased privacy concerns 

üMission critical applications 

üDenial of service tolerance 

üMooreôs law Ą aggressive 
storage/bandwidth tradeoff 

üPrecious spectrum, fast fiber 
Ą Edge/core disparity 

üEnergy-constrained services 
Ą Energy first-class resource 



High-Level 
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WINLAB 

Architecture: Design Goals (1) 

1. Host + network mobility 

2. No global root of trust 

3. Intentional data receipt 

4. Proportional robustness 

5. Content addressability 

6. Evolvable network  

ISP1 ISP2 

   ISP3 
Virtualized 

data center 

Host 

Mobile network 

End-to-end communication must continue (i) despite 

frequent mobility of end-hosts or networks; (ii) despite 

absence of a contemporaneous end-to-end path 
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Architecture: Design Goals (2) 

1. Host + network mobility 

2. No global root of trust 

3. Intentional data receipt 

4. Proportional robustness 

5. Content addressability 

6. Evolvable network  

ICANN 

Typosquatting 
 

Frontrunning, 

tasting attacks 
 

Botnets,  

DNS fluxing 
 

Correct network behavior must not depend on a single root 

of trust 
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Architecture: Design Goals (3) 

1. Host + network mobility 

2. No global root of trust 

3. Intentional data receipt 

4. Proportional robustness 

5. Content addressability 

6. Evolvable network  

Internet 

ISP1 

   ISP2 

Denial-of-service 
Sender-driven 

No receiver 

control 

Incoming traffic engg. 

Context-awareness 

An end-host must (only) receive data consistent with its 

receipt policy. 
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Architecture: Design Goals (4) 

1. Host + network mobility 

2. No global root of trust 

3. Intentional data receipt 

4. Proportional robustness 

5. Content addressability 

6. Evolvable network  

ISP AS 7007 

   ISP 
ISP 

   ISP 

ISP 

Single faulty router can render (most 

of) Internet unavailable. 

End-to-end communication must continue despite the 

compromise of (a small fraction of) end-hosts or 

infrastructural nodes 
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Architecture: Design Goals (5) 

1. Host + network mobility 

2. No global root of trust 

3. Intentional data receipt 

4. Proportional robustness 

5. Content/context addressability 

6. Evolvable network  

Internet 

The network should assist with content retrieval in 

addition to enabling host-to-host communication. 


